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Disclaimer

The data, examples and diagrams in this manual are included solely for the concept
or product description and are not to be deemed as a statement of guaranteed
properties. All persons responsible for applying the equipment addressed in this
manual must satisfy themselves that each intended application is suitable and
acceptable, including that any applicable safety or other operational requirements
are complied with. In particular, any risks in applications where a system failure and/
or product failure would create a risk for harm to property or persons (including but
not limited to personal injuries or death) shall be the sole responsibility of the
person or entity applying the equipment, and those so responsible are hereby
requested to ensure that all measures are taken to exclude or mitigate such risks.

This document has been carefully checked by ABB but deviations cannot be
completely ruled out. In case any errors are detected, the reader is kindly requested
to notify the manufacturer. Other than under explicit contractual commitments, in
no event shall ABB be responsible or liable for any loss or damage resulting from
the use of this manual or the application of the equipment.



Conformity

This product complies with the directive of the Council of the European
Communities on the approximation of the laws of the Member States relating to
electromagnetic compatibility (EMC Directive 2004/108/EC) and concerning
electrical equipment for use within specified voltage limits (Low-voltage directive
2006/95/EC). This conformity is the result of tests conducted by ABB in
accordance with the product standards EN 50263 and EN 60255-26 for the EMC
directive, and with the product standards EN 60255-1 and EN 60255-27 for the low
voltage directive. The IED is designed in accordance with the international
standards of the IEC 60255 series.
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Section 1 Introduction

1.1 This manual

The point list manual describes the outlook and properties of the data points
specific to the IED. The manual should be used in conjunction with the
corresponding communication protocol manual.

1.2 Intended audience

This manual addresses the communication system engineer or system integrator
responsible for pre-engineering and engineering for communication setup in a
substation from an IED perspective.

The system engineer or system integrator must have a basic knowledge of
communication in protection and control systems and thorough knowledge of the
specific communication protocol.
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1.3 Product documentation

1.3.1 Product documentation set
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Figure 1: The intended use of manuals in different lifecycles

The engineering manual contains instructions on how to engineer the IEDs using
the different tools in PCM600. The manual provides instructions on how to set up a
PCM600 project and insert IEDs to the project structure. The manual also
recommends a sequence for engineering of protection and control functions, LHMI
functions as well as communication engineering for IEC 61850 and other
supported protocols.

The installation manual contains instructions on how to install the IED. The
manual provides procedures for mechanical and electrical installation. The chapters
are organized in chronological order in which the IED should be installed.

The commissioning manual contains instructions on how to commission the IED.
The manual can also be used by system engineers and maintenance personnel for
assistance during the testing phase. The manual provides procedures for checking
of external circuitry and energizing the IED, parameter setting and configuration as
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well as verifying settings by secondary injection. The manual describes the process
of testing an IED in a substation which is not in service. The chapters are organized
in chronological order in which the IED should be commissioned.

The operation manual contains instructions on how to operate the IED once it has
been commissioned. The manual provides instructions for monitoring, controlling
and setting the IED. The manual also describes how to identify disturbances and
how to view calculated and measured power grid data to determine the cause of a
fault.

The service manual contains instructions on how to service and maintain the [ED.
The manual also provides procedures for de-energizing, de-commissioning and
disposal of the [ED.

The application manual contains application descriptions and setting guidelines
sorted per function. The manual can be used to find out when and for what purpose
a typical protection function can be used. The manual can also be used when
calculating settings.

The technical manual contains application and functionality descriptions and lists
function blocks, logic diagrams, input and output signals, setting parameters and
technical data sorted per function. The manual can be used as a technical reference
during the engineering phase, installation and commissioning phase, and during
normal service.

The communication protocol manual describes a communication protocol
supported by the IED. The manual concentrates on vendor-specific implementations.

The point list manual describes the outlook and properties of the data points
specific to the IED. The manual should be used in conjunction with the
corresponding communication protocol manual.

ﬂ Some of the manuals are not available yet.

Document revision history

Document revision/date Product version History

A/2009-07-03 2.0 First release

B/2010-06-11 3.0 Content updated to correspond to the

product version

Download the latest documents from the ABB web site http://
www.abb.com/substationautomation.
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1.4

1.4.1

1.4.2

Related documentation

Name of the document Document ID

DNP3 Communication Protocol Manual 1MRS756709

Symbols and conventions

Safety indication symbols

The caution icon indicates important information or warning related
to the concept discussed in the text. It might indicate the presence
of a hazard which could result in corruption of software or damage
to equipment or property.

The information icon alerts the reader to important facts and
conditions.

The tip icon indicates advice on, for example, how to design your
Q project or how to use a certain function.

Although warning hazards are related to personal injury, it should be understood
that operation of damaged equipment could, under certain operational conditions,
result in degraded process performance leading to personal injury or death.
Therefore, comply fully with all warning and caution notices.

Manual conventions

Conventions used in IED manuals. A particular convention may not be used in this
manual.

Abbreviations and acronyms in this manual are spelled out in the glossary. The
glossary also contains definitions of important terms.

Push button navigation in the LHMI menu structure is presented by using the
push button icons, for example:

To navigate between the options, use [if| and .

HMI menu paths are presented in bold, for example:

Select Main menu/Settings.

LHMI messages are shown in Courier font, for example:

To save the changes in non-volatile memory, select Yes and press .
Parameter names are shown in italics, for example:

The function can be enabled and disabled with the Operation setting.
Parameter values are indicated with quotation marks, for example:

REM615
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The corresponding parameter values are "On" and "Off".

font, for example:

When the function starts, the START output is set to TRUE.

Functions, codes and symbols

IED input/output messages and monitored data names are shown in Courier

Table 1: REM615 Functions, codes and symbols

Function | IEC 61850 [ IEC 60617 | IEC-ANSI
Protection
Three-phase non-directional
overcurrent protection, low stage, PHLPTOCH1 31> (1) 51P-1 (1)
instance 1
Three-phase non-directional
overcurrent protection, instantaneous PHIPTOCA1 3I>>> (1) 50P/51P (1)
stage, instance 1
Non-dlrectl_onal earth-fault protection, EFLPTOC1 o> (1) 51N-1 (1)
low stage, instance 1
Non-dlrecthnal earth-fault protection, EFHPTOC1 lo>> (1) 51N-2 (1)
high stage, instance 1
Dlrectlgnal earth-fault protection, low DEFLPDEF1 lo> -> (1) 67N-1 (1)
stage, instance 1
_Three-phase undervoltage protection, PHPTUVA 3U< (1) 27 (1)
instance 1
Posﬂwg-seguence undervoltage PSPTUV1 U< (1) 47U+ (1)
protection, instance 1
Negahye-sgquence overvoltage NSPTOV1 u2> (1) 470- (1)
protection, instance 1
Frequency protection, instance 1 FRPFRQ1 f>/f<,df/dt (1) 81 (1)
Frequency protection, instance 2 FRPFRQ2 f>/f<,df/dt (2) 81(2)
Negatlye-sequence oyercurrent MNSPTOC1 12>M (1) 46M (1)
protection for motors, instance 1
Negatl\_/e-sequence ov_ercurrent MNSPTOC2 125M (2) 46M (2)
protection for motors, instance 2
Loss of load supervision LOFLPTUC1 3l< 37
Motor load jam protection JAMPTOC1 Ist> 51LR
Motor start-up supervision STTPMSU1 Is2t n< 49,66,48,51LR
Phase reversal protection PREVPTOC1 12>> 46R
Thermal overload protection for motors | MPTTR1 3lth>M 49M
Circuit breaker failure protection CCBRBRF1 31>/lo>BF 51BF/51NBF
Master trip, instance 1 TRPPTRC1 Master Trip (1) 94/86 (1)
Master trip, instance 2 TRPPTRC2 Master Trip (2) 94/86 (2)
Arc protection, instance 1 ARCSARC1 ARC (1) 50L/50NL (1)
Arc protection, instance 2 ARCSARC2 ARC (2) 50L/50NL (2)
Arc protection, instance 3 ARCSARC3 ARC (3) 50L/50NL (3)

Table continues on next page




Section 1
Introduction

1MRS756880 B

Function IEC 61850 IEC 60617 IEC-ANSI
Multi-purpose protection, instance 1" | MAPGAPC1 MAP (1) MAP (1)
Multi-purpose protection, instance 2') | MAPGAPC2 MAP (2) MAP (2)
Multi-purpose protection, instance 3" | MAPGAPC3 MAP (3) MAP (3)
Control
Circuit-breaker control CBXCBR1 I<->0CB I1<->0CB
:?]Lstc;?]r;r;eftor position indication, DCSXSWI | <> 0 DC (1) | <>0DC (1)
a;iz%r;r;e;tor position indication, DCSXSWI2 | <>0DC (2) | <>0DC (2)
ili)ji::;c:jr;r;egtor position indication, DCSXSWI3 | <> 0 DC (3) | <>0DC (3)
Earthing switch indication ESSXSWI1 I<->0ES I<->0ES
Emergency startup ESMGAPC1 ESTART ESTART
Condition monitoring
Circuit-breaker condition monitoring SSCBR1 CBCM CBCM
Trip circuit supervision, instance 1 TCSSCBR1 TCS (1) TCM (1)

Trip circuit supervision, instance 2 TCSSCBR2 TCS (2) TCM (2)
Current circuit supervision CCRDIF1 MCS 3l MCS 3l
Fuse failure supervision SEQRFUF1 FUSEF 60
z{:\:t;gwse counter for machines and MDSOPTA OPTS OPTM
Measurement
Disturbance recorder RDRE1 - -
Lf;rtzi;:%h?se current measurement, CMMXU1 31 31
Sequence current measurement csMsQlI 11,12, 10 11,12, 10
Eits;itézl 1current measurement, RESCMMXU1 o In
Three-phase voltage measurement VMMXU1 3U 3uU
Residual voltage measurement RESVMMXU1 Uo Vn
Sequence voltage measurement VSMSQl1 U1, U2, U0 U1, U2, U0
RTD/mA measurement XRGGIO130 X130 (RTD) X130 (RTD)
Frequency measurement FMMXU1 f f

1) Multi-purpose protection is used for, for example, RTD/mA based protection.
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DNP3 data mappings

Overview

This document describes the DNP3 data points and structures available in REM615
Ver. 3.0. The data points are unmapped as a default. The point lists describe a
superset of all data available through the standard configuration A, B, and C
including the optional functionalities. The names of the standard configurations are
MEO1, MEO2 and MEO3 respectively.

The point tables show all the available DNP3 data points in this IED. The data
objects in the point tables are listed in alphabetical order based on the objects'
IEC61850 names. The DNP3 points can be freely added, removed, reorganized and
reconfigured using PCM600.

As a default, the class assignments are Class 0 and Class 1 for binary inputs and
Class 0 and Class 2 for analog inputs. Analog values are provided with default
scalings. The scalings can be freely modified by the user.

This list represents the superset of DNP3 points. The actual set of available points
is determined by the IED's ordercode.
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2.2 Point list for REM615 Ver.3.0 MEO1-03
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Section 3 DNP3 protocol implementation

3.1 DNP3 device profile

The following table provides a device profile document in the standard format
defined in the DNP3 Subset Definitions Document. In the DNP3 Subset
Definitions Document it is referred to as a document, although it is in fact a table
and only a component of a total interoperability guide. The table, in combination
with the Implementation table and the point list tables, provides a complete
configuration/interoperability guide for communicating with a device.

Table 5: Device profile document

DNP3 device profile document

Vendor name: ABB Oy

Device name: REM615

Highest DNP level supported: Device function:
For requests: Level 2+ o Master
For responses: Level 2+ (] Slave

Notable objects, functions, and/or qualifiers supported in addition to the highest DNP levels supported (the complete list is described in
the attached table):

For static (non-change-event) object requests, request qualifier codes 07 and 08 (limited quantity), and 17 and 28 (index) are supported.
Static object requests sent with qualifiers 07, or 08, will be responded with qualifiers 00 or 01.

16-bit and 32-bit Analog Change Events with Time may be requested.

Maximum data link frame size (octets): Maximum application fragment size (octets):
Transmitted: 292 Transmitted: Configurable (256...2048)
Received: 292 Received: 2048

Maximum data link re-tries: Maximum application layer re-tries:
o None . None
o Fixed o Configurable
U Configurable (0...65535)

Requires data link layer confirmation:

o Never

o Always

o Sometimes

[ Configurable as: "Never", "Only for multi-frame messages", or "Always"

Requires application layer confirmation:

o Never

o Always

o When reporting event data (slave devices only)

o When sending multi-fragment responses (slave devices only)

Table continues on next page
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DNP3 device profile document

o

Sometimes

Configurable as: "Only when reporting event data", or "When reporting event data or multi-fragment messages"

Data link
confirm:

Complete
appl. fragment:

Application
confirm:

Complete

appl.
response:

Others:

o

Timeouts while waiting for:

None

None

None

None

Fixed at

Fixed at

Fixed at

Fixed at

Variable

Variable

Variable

Variable

Configurable

Configurable

Configurable

Configurable

Select/Operate Arm timeout, configurable in DNP setting parameters. Regrdless of the select timeout in the HMI.
Need time interval, configurable
Unsolicited notification delay, configurable

Unsolicited response retry delay, configurable

Unsolicited offline Interval, configurable

WRITE binary
outputs

SELECT/
OPERATE

DIRECT
OPERATE

DIRECT
OPERATE -
NO ACK

Count > 1
(Count>1is
accepted but
ignored)

Pulse on
Pulse off
Latch on
Latch off
Queue

Clear queue

controls.

Sends/Executes Control Operations:

Never

Never

Never

Never

Never

Never
Never
Never
Never
Never

Never

o

o

o

Always

Always

Always

Always

Always

Always
Always
Always
Always
Always
Always

e}

o

Sometimes

Sometimes

Sometimes

Sometimes

Sometimes

Sometimes
Sometimes
Sometimes
Sometimes
Sometimes

Sometimes

e}

o

Configurable

Configurable

Configurable

Configurable

Configurable

Configurable
Configurable
Configurable
Configurable
Configurable

Configurable

The circuit breaker control model is configurable for either direct or SBO mode in the circuit breaker settings. If the operation mode does
not match the CROB, the returned CROB status is hardware error (4). All other control points may be controlled by either direct or SBO

requested:

o

o

o

Never

Only when time-tagged
Only non-time-tagged

Reports binary input change events when no specific variation

Configurable to send one or the other

Reports time-tagged binary input change events when no specific

variation requested:

o

e}

o

Never

Binary input change with time

Binary input change with relative time

Configurable

Sends unsolicited responses:

Never

Table continues on next page

Sends static data in unsolicited responses:

Never
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DNP3 device profile document

o Configurable
o Only certain objects
o Sometimes (attach explanation)

o ENABLE/DISABLE UNSOLICITED
function codes supported

o When device restarts

o When status flags change

No other options are permitted.

Default counter object/variation:

[ No counters reported
o Configurable
o Default object

Default variation:

o Point-by-point list attached

Counters roll over at:
. No counters reported
o Configurable (attach explanation)

o 16 bits

o 32 bits
o Other value:

o Point-by-point list attached

Sends multi-fragment responses:

o Yes
o No
o Configurable

Sequential file transfer support:
Append file mode
Custom status code strings
Permissions field
File events assigned to class
File events send immediately
Multiple blocks in a fragment

Max number of files open

o Yes L No
o Yes o No
o Yes . No
o Yes 4 No
o Yes . No
o Yes L No
0

e = Selected,© = Not selected

3.2 DNP3 implementation table

The following table identifies which object variations, function codes and
qualifiers the IED supports in both request messages and response messages. For
static (non-change-event) objects, requests sent with qualifiers 00, 01, 06, 07 or 08
are responded with qualifiers 00 or 01. Requests sent with qualifiers 17 or 28 are
responded with qualifiers 17 or 28. For change-event objects, qualifiers 17 or 28

are always responded.

REM615
Point List Manual
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Table 6: Implementation table
OBJECT REQUEST (Library will parse) RESPONSE (Library will respond with)
Object Variation Function codes Qualifier codes
number number Description |  Function codes (dec) Qualifier codes (hex) (dec) (hex)
1 0 Binary 1 (read) 00, 01 (start-stop)
input —any | 22 (assign class) 06 (no range, or all)
variation 07, 08 (limited qty)
17, 28 (index)
1 1 (default) " Binary 1 (read) 00, 01 (start-stop) 129 (response) 00, 01 (start-stop)
input 06 (no range, or all) 17, 28 (index) 2
07, 08 (limited qty)
17, 28 (index)
1 2 Binary 1 (read) 00, 01 (start-stop) 129 (response) 00, 01 (start-stop)
input with 06 (no range, or all) 17, 28 (index) 2
status 07, 08 (limited qty)
17, 28 (index)
2 0 Binary 1 (read) 06 (no range, or all)
input 07, 08 (limited qty)
change -
any
variation
2 1 Binary 1 (read) 06 (no range, or all) 129 (response) 17, 28 (index)
input 07, 08 (limited qty) 130 (unsol. resp)
change
without
time
2 21) Binary 1 (read) 06 (no range, or all) 129 (response) 17, 28 (index)
input 07, 08 (limited qty) 130 (unsol. resp)
change
with time
2 3 Binary 1 (read) 06 (no range, or all) 129 (response) 17, 28 (index)
input 07, 08 (limited qty) 130 (unsol. resp)
change
with
relative
time
10 0 Binary 1 (read) 00, 01 (start-stop)
output 06 (no range, or all)
status - 07, 08 (limited qty)
any 17, 28 (index)
variation
10 1 Binary 1 (read) 00, 01 (start-stop) 129 (response) 00, 01 (start-stop)
output 06 (no range, or all) 17, 28 (index) 2
07, 08 (limited qty)
17, 28 (index)
12 1 Control 3 (select) 17, 28 (index) 129 (response) echo of request
relay 4 (operate)
output 5 (direct op)
block 6 (dir. op, noack)
30 0 Analog 1 (read) 00, 01 (start-stop)
input - any | 22 (assign class) 06 (no range, or all)
variation 07, 08 (limited qty)
17, 28 (index)
30 1 32-bit 1 (read) 00, 01 (start-stop) 129 (response) 00, 01 (start-stop)
analog 06 (no range, or all) 17, 28 (index) 2
input 07, 08 (limited qty)
17, 28 (index)

Table continues on next page
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OBJECT REQUEST (Library will parse) RESPONSE (Library will respond with)
30 2 (default) » 16-bit 1 (read) 00, 01 (start-stop) 129 (response) 00, 01 (start-stop)
analog 06 (no range, or all) 17, 28 (index) 2
input 07, 08 (limited qty)
17, 28 (index)
30 3 32-bit 1 (read) 00, 01 (start-stop) 129 (response) 00, 01 (start-stop)
analog 06 (no range, or all) 17, 28 (index) 2
input 07, 08 (limited qty)
without flag 17, 28 (index)
30 4 16-bit 1 (read) 00, 01 (start-stop) 129 (response) 00, 01 (start-stop)
analog 06 (no range, or all) 17, 28 (index) 2
input 07, 08 (limited qty)
without flag 17, 28 (index)
32 0 Analog 1 (read) 06 (no range, or all)
change 07, 08 (limited qty)
event —
any
variation
32 1 32-bit 1 (read) 06 (no range, or all) 129 (response) 17, 28 (index)
analog 07, 08 (limited qty) 130 (unsol. resp)
change
event
without
time
32 2 16-bit 1 (read) 06 (no range, or all) 129 (response) 17, 28 (index)
analog 07, 08 (limited qty) 130 (unsol. resp)
change
event
without
time
32 3 32-bit 1 (read) 06 (no range, or all) 129 (response) 17, 28 (index)
analog 07, 08 (limited qty) 130 (unsol. resp)
change
event with
time
32 4 (default) 16-bit 1 (read) 06 (no range, or all) 129 (response) 17, 28 (index)
analog 07, 08 (limited qty) 130 (unsol. resp)
change
event with
time
50 0 Time and
date
50 1 (default) ! Time and | 1 (read) 00, 01 (start-stop) 129 (response) 00, 01 (start-stop)
date 06 (no range, or all) 17, 28 (index) 2
07 (limited gty = 11)
08 (limited qty)
2 (write) 07 (limited qty = 11)
50 3 Time and | 2 (write) 07 (limited qty)
date last
recorded
time
51 1 Time and 129 (response) 07 (limited qty)
date CTO 130 (unsol. resp) (qty =1)
51 2 Unsynchro 129 (response) 07 (limited qty)
nized time 130 (unsol. resp) (qty =1)
and date
CTO

Table continues on next page
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No object (function code only)

14 (warm restart)

OBJECT REQUEST (Library will parse) RESPONSE (Library will respond with)
52 2 Time delay 129 (response) 07 (limited qty)
fine (qty =1)
60 0 Not defined
60 1 Class 0 1 (read) 06 (no range, or all)
data
60 2 Class 1 1 (read) 06 (no range, or all)
data
20 (enbl. unsol.) 07, 08 (limited qty)
21 (dab. unsol.) 06 (no range, or all)
22 (assign class)
60 3 Class 2 1 (read) 06 (no range, or all)
data 07, 08 (limited qty)
20 (enbl. unsol.) 06 (no range, or all)
21 (dab. unsol.)
22 (assign class)
60 4 Class 3 1 (read) 06 (no range, or all)
data 07, 08 (limited qty)
20 (enbl. unsol.) 06 (no range, or all)
21 (dab. unsol.)
22 (assign class)
80 1 Internal 1 (read) 00, 01 (start-stop)
indications
2 (write) 3 00 (start-stop)
index=7
No object (function code only) 13 (cold restart) 4)
4)

No object (function code only)

23 (delay meas.)

No object (function code only)

24 (record
time)

current

1) A default variation refers to the variation responded when variation 0 is requested and/or in class 0, 1, 2, or 3 scans. Default variations
are configurable; however, default settings for the configuration parameters are indicated in the table above.

2) For static (non-change-event) objects, qualifiers 17 or 28 are only responded when a request is sent with qualifiers 17 or 28,
respectively. Otherwise, static object requests sent with qualifiers 00, 01, 06, 07, or 08, will be responded with qualifiers 00 or 01. (For

change-event objects, qualifiers 17 or 28 are always responded.)

3) Writes of internal indications are only supported for index 7 (Restart 1IN1-7)

4) Cold and warm restarts return an application layer acknowledge, but no restart action is taken.
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Section 4 Glossary
AFL Application function block library
CB Circuit breaker
CROB Control relay output block
CTO Common time of occurrence. The time and date CTO object is
an information object that represents the absolute time of day.
DA Data attribute

DNP3 A distributed network protocol originally developed by
Westronic. The DNP3 Users Group has the ownership of the
protocol and assumes responsibility for its evolution.

DO Data object
EMC Electromagnetic compatibility
HMI Human-machine interface
/0 Input/output
IEC International Electrotechnical Commission
IEC 61850 International standard for substation communication and
modelling
IED Intelligent electronic device
LED Light-emitting diode
LHMI Local human-machine interface
LN Logical node
PCM600 Protection and Control IED Manager
RTD Resistance temperature detector
SBO Select-before-operate
REM615 25
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